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Management Summary 

To master digitalization of industry the comprehensive availability of information is a key             
requirement. This is why concepts like the asset administration shell (AAS) and digital twins (DT)               
have been created. The Plattform Industrie 4.0 as well as industry associations like VDMA              
(Verband Deutscher Maschinen- und Anlagenbauer) and ZVEI (Zentralverband Elektrotechnik-         
und Elektronikindustrie) continuously work on developing new standards which tackle the           
challenge of getting the right information at the right time with minimal effort. ECLASS with its                
semantic catalog and classification system builds the basis for a semantically correct description             
of information. Furthermore ECLASS enables machines to automatically identify information          
within an asset administration shell. 

The DIN SPEC 91406 [1] describes a schema on how a globally unique ID of an asset can be                   
generated in the form of a URL. This globally unique ID is meant to be used to link the physical                    
asset to the information about the physical asset in IT systems. One possibility to link the AAS to                  
the asset is to provide the AAS under the corresponding URL conforming to DIN SPEC 91406.                
This procedure is the most obvious way to use both standards together, but it has several                
downsides when it comes to referencing information via the internet. 

ǒ The assetID is static and cannot be changed. When directly using it as an AASID, the AAS                 
must not be moved to another location as the assetID printed on the asset which is                
already deployed to the field cannot be changed anymore. 

ǒ The URL schema binds the asset to an owner of a domain name, a transfer to another                 
domain is not possible. 

ǒ Current approaches for identity management in the context of Industrie 4.0 (I4.0) are             
based on centralized approaches. These are based on a centralized registry and            
authentication server to ensure the identification and authentication of assets and their            
DTs. 

ǒ From the authors' point of view, the centralized approach is a first valid step towards               
short term realization of I4.0 applications but does not fully correspond with the long              
term visions of I4.0, which underlines the highly decentralized character of future digital             
ecosystems without components that can assume a centralized monopoly position and           
whose nonavailability can affect the secure operation of the overall system. 

Within this white paper an approach is introduced to realize a decentralized registry for services               
offered around I4.0 components. How this decentralized registry is applied in practice is             
explained using five practice-relevant use cases which span the whole lifecycle of the asset. The               
use cases show how the decentralized registry can be implemented, how external services can              
be associated to an I4.0 component and how users can access the services. Furthermore, the               
use cases show how operators can associate a second AAS beside the manufacturer’s AAS              
which is then under the control of the operator. Other use cases describe the possibility to                
qualify asset administration shells by third parties as well as a decentralized identity and access               
management for services listed in the decentralized registry. ECLASS is mainly used to describe              
the services as well as attributes within certificates for authorization and qualification of an              
AAS. 
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The concept of the I4.0 components, which are seen as decentralized building blocks for the               
future I4.0 system, and the decentralized registry complement each other and form an             
organically integrated whole. The proposed decentralized registry in combination with a           
decentralized identity management of assets and its DTs set a significant milestone on the way               
to the future open global digital ecosystems.  
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Terms, Definitions and Abbreviations 

Terms & Definitions 

In this document, the terms according to Decentralized Identifiers (DIDs), Verifiable Credentials            
Data Model  and Industrie 4.0 apply. 

ǒ Decentralized Identifiers (DIDs): available at https://w3c.github.io/did-core/  
ǒ Verifiable Credentials Data Model: available at https://www.w3.org/TR/vc-data-model/  
ǒ Industrie 4.0: available at 

https://www.vdi.de/ueber-uns/presse/publikationen/details/industrie-40-begriffeterms 

Definition of terms are only valid in a certain context. The current glossary applies to the                
context of this document. Definitions already defined in the previously mentioned Industry 4.0             
glossary are only repeated if they are essential for this document.  

 

digital twin 

virtual digital representation of a physical asset 

?z¨f þ ¨z fx¨¥±Í 6x ¨mn¦ dzb©wfx¨ ¨mf ¨f¥w dnln¨Yv ¨¯nx ¯nvv af ©¦fd Y¦ Y ¦±xzx±w kz¥ ¨mf ¨f¥w Y¦¦f¨ Ydwnxn¦¨¥Y¨nzx                      
¦mfvvÎ 

?z¨f ÿ ¨z fx¨¥±Í 6x ¨mf bzx¨f°¨ zk 6xd©¦¨¥nf āÎýË ¨mf ¨f¥w Y¦¦f¨ Ydwnxn¦¨¥Y¨nzx ¦mfvv n¦ ¢¥fkf¥¥fdÎ 

 

operation 

executable realization of a function 

?z¨f þ ¨z fx¨¥±Í Mmf ¨f¥w wf¨mzd n¦ ¦±xzx±w ¨z z¢f¥Y¨nzx 

?z¨f ÿ ¨z fx¨¥±Í !x z¢f¥Y¨nzx mY¦ Y xYwf Yxd Y vn¦¨ zk ¢Y¥Ywf¨f¥¦ åÿæ 

?z¨f Ā ¨z fx¨¥±Í Mmn¦ dfknxn¨nzx n¦ ¨Yufx k¥zw åĀæ 

  

service 

Limited scope of functionality which is offered by an entity or organization via interfaces 

?z¨f þ ¨z fx¨¥±Í Axf z¥ w©v¨n¢vf z¢f¥Y¨nzx¦ bYx af Y¦¦nlxfd ¨z zxf ¦f¥®nbf 
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Figure 2 represents the overall architecture of the decentralized registry based on DIDs and              
DLT. Companies operate the AAS of various assets in their private trusted networks. The              
partners in the value chain currently operating the asset want to access the AAS of these assets.                 
The asset operators only know the DID of the AAS, which they can derive from a unique asset ID                   
(e.g. ID according to DIN SPEC 91406 [1]). The process of transferring the asset ID into a DID is                   
described in [17]. The exact information about the endpoint (port and communication            
technology they have to use) to access the AAS is not known to the asset operator. 

The registration of an AAS (step 1) takes place with the submission of a DID document, which is                  
stored as a transaction in a common data set (distributed ledger). This document is referenced               
by the AAS ID (step 2), which, in this system is the DID that can be derived from the unique                    
asset ID. The asset operator connects to one of the public network nodes of the DLT system and                  
finds the corresponding transaction in the data set. From this transaction the DID document              
can be extracted. The DID document contains a machine-readable description of how to access              
the AAS, including endpoint, port and API. The AAS is accessed from outside the DLT network                
(step 3). 

The decentralized registry is a key concept which will be used by all use cases described in this                  
document. 

  

White Paper 2020/12 Version 1.0             17 



Distributed Ledger-based Infrastructure for Industrial Digital Twins  

Basic B - Service definition of an AAS in accordance with W3C DID specification 

In Basic A we described how the AAS or their particular contents can be accessed inside a                 
decentralized registry using the DID service. The following part of the document introduces a              
concept how the services themselves can be defined within this decentralized registry, inside             
the DID document. 

 

 

3nl©¥f ĀÍ ,6, dzb©wfx¨ bzx¨Ynx¦ Y df¦b¥n¢¨nzx zk ¦f¥®nbf¦ kz¥ Ybbf¦¦nxl ¨mf bzw¢vf¨f !!L z¥ n¨¦ 
¦fvfb¨fd bzx¨fx¨ 

 

All services associated with an AAS will be listed within the decentralized registry in the               
corresponding DID document. For the definition of services, the ECLASS catalogue is an             
essential part to ensure that the services are described in a semantically correct and              
machine-readable way. It is the recommended dictionary for standardized semantics to           
describe the elements of standardized meta information models. The DID document can be             
retrieved by a consumer via the mechanisms described in Basics A. As soon as the consumer                
has accessed the DID document, the user shall be able to 

ǒ List all services offered by the AAS 
ǒ Have all information at hand to access the services. 

The controller of the DID is responsible to provide all reqiured information within the DID               
document describing the services. The DID meta model (Figure 3) gives directions to the creator               
of a DID on how to structure and build the corresponding DID document to ensure compatibility                
and semantic correctness. Using a meta model will also enable automatic qualification of the              
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DID document as well as the services referenced by the DID document through a third party                
(see use case 5). 

 

 

3nl©¥f āÍ ;LA?ÝLf¥nYvn´Y¨nzx zk Y ,6, dzb©wfx¨ 

  

The proposed extension in this contribution is shown in Figure 4. As an AAS can be                
accompanied by several different services, the decentralized registry needs to hold a list of all               
services. Each entry describes a single service and is defined by a context. The context               
information ensures that two systems working with the same document use a commonly             
agreed terminology. The context is specified by an ECLASS IRDI referencing an open standard              
specification that defines the meaning of additional properties. The consumer of a service             
sometimes requires additional information to access the service. This additional information is            
described in the DID document by using properties. In the context, it is defined which               
properties are allowed. In case of a digital service the properties of the service contain               
information about the endpoint where the service can be retrieved. Some properties are             
mandatory, some are optional. 

Examples for services are 

ǒ AAS REST-API endpoint 
ƺ has a URL conformant to RFC 1738 [18] 
ƺ describes multiple HTTP methods 

ǒ Website with human readable content 
ƺ has a URL conformant to RFC 1738 
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ƺ can be accessed via a web browser and delivers a human readable website to              
navigate the information of the DT 

ǒ AAS OPC UA endpoint 
ƺ has a URL conformant to RFC 1738 
ƺ describes the OPC schema used 
ƺ as well as the security mechanisms supported 

ǒ Authentication and authorization endpoint (e.g. according to [19] via OpenID Connect,           
OAuth 2.0 and X.509 certificate chain) 

In the following, this definition of services around an AAS is used in combination with the                
decentralized registry to realize five use cases. 
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Use cases 

In the following chapter we are about to introduce five use cases as well as their impact on the                   
value chain. For each use case: 

ǒ The key aspects 
ǒ As well as the value added for the users 

will be introduced. This gives a thorough understanding of each use case and describes how the                
defined base technology can help to leverage the value in each use case. 

The use cases are: 

ǒ Use case 1 - Decentralized service registry 
ǒ Use case 2 - Multiple AAS referenced by one identifier 
ǒ Use case 3 - Transfer of ownership 
ǒ Use case 4 - Decentralized Identity and Access Management 
ǒ Use case 5 - Qualification of an asset administration shell 

 

Use case 1 - Decentralized service registry 

In the daily routine of service technicians, the collection of information takes a significant              
amount of their daily work. Instead of time-consuming and laborious manual searches for             
relevant information in physical and digital databases, the search is to be accelerated             
significantly by using innovative technologies such as the digital nameplate, e.g. to carry out              
maintenance on a machine. Staff members need to be able to access the most up-to-date asset                
information without time-consuming searches for the documents. Therefore, this use case           
describes how all the relevant information can be made available to staff members             
instantaneously, wherever it may be stored.  
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Diagram 

 

3nl©¥f ĂÍ ,fbfx¨¥Yvn´fd ¦f¥®nbf ¥fln¦¨¥± 

 

Key aspects 

Compulsory asset information aside, the digital nameplate can provide further information in            

several languages such as manuals, certificates, technical drawings and operating data. The DIN             
SPEC 91406 identifier is based upon a single domain provided and controlled by a              
manufacturer. But the need for information during a maintenance operation of a machine             
might require more information than a single service of a manufacturer can provide. 

This use case shows how the shortcomings in the process of maintenance on a machine, based                
on a digital nameplate, can be remedied by using a decentralized registry. 

As a first step, the device manufacturer uses a process to register an asset in the decentralized                 
registry by deriving a DID from the identifier based upon the DIN SPEC 91406 and uploading a                 
DID document containing a list of all services the manufacturer wants to offer around the asset. 

The registration process includes the following steps: 

1. Creation of an asset, its AAS and the services which shall be provided for the asset 
2. Assignment of an identifier according to DIN SPEC 91406 
3. Conversion of the identifier into a DID 
4. Creating a DID document with the list of services provided 
5. Publishing the DID document referenced by the DID 
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The service technician can utilize the services provided by the machine manufacturer by             
reading the identifier (AssetID) encoded in a 2D code labeled on the asset by using a reader                 
(e.g. smartphone camera). The resolver (e.g. smartphone application) converts the identifier           
into the corresponding globally unique DID and calls the latest DID document provided by the               
manufacturer from the decentralized registry. 

Examples for services the device manufacturer can offer are: 

ǒ The digital nameplate information 
ǒ An AAS of the asset potentially in different characteristics 
ǒ Access to real time data from the asset 
ǒ Human readable websites, like access to Product Information Management (PIM)          

systems 
ǒ Services executed by humans like installation services or maintenance services 

Process to use the service 

1. Read the identifier from the asset 
2. Get a list of services from the DID document 
3. Invoke the service by the consumer 

Within this use case ECLASS IRDIs are used to ensure that the services are described in a                 
semantically correct and machine-readable way (see Basic B). The services are described by use              
of ECLASS values (referencing an open standard specification, e.g. AAS REST API), ECLASS             
service descriptions (to identify the type of service, e.g. nameplate service or authorization             
service, using OpenID) and ECLASS properties. 

 

Value added 

ǒ Registration is independent of a central authority that has the possibility to influence             
the processes. 

ǒ The data from AAS must be available where they are needed, regardless of department,              
location, company, country or continent. Prerequisite for this are the appropriate access            
rights. With internal company registries, this would hardly be conceivable and           
practically impossible. A common trustworthy register is needed. 

ǒ Registration needs to take place in one decentralized register only. There is no need to               
register the asset in several private registers to make the asset visible to as many               
potential users as possible. Correspondingly, administration costs can be kept to a            
minimum. 

ǒ Multiple services can be added to one DID document. The services do not necessarily              
need to be publicly available. It is also valid to list private or on-premise services in the                 
DID document. 

ǒ Even brownfield assets can be registered and services can be offered for them. 
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ǒ The validity of the referenced DID document is guaranteed since it is updateable even if               
the domain of a service changes. 

ǒ The DID document is always available. There is no  single point of failure. 
ǒ It offers opportunities for several new digital business models like verification by a third              

party (see use case 5) 

 

Use case 2 - Multiple AAS referenced by one identifier 

For an operator it is important to access the data provided by the asset manufacturer. Based                
upon use case 1 an operator or any value chain partner can easily find all services and the                  
associated information provided by the manufacturer in a structured and well-defined way.            
Hence, 

ǒ Nameplate information (e.g. serial number, date of manufacturing Ί) 
ǒ Manuals, 
ǒ Certification documents, 
ǒ Or lot number 

are types of information which can be accessed and are controlled by the component              
manufacturer. 

As soon as the operator installs the component in a plant or solution, new types of information,                 
such as 

ǒ Installation location, 
ǒ Association to the plant, 
ǒ Replacement information (in case of replacement, which device has been replaced), 
ǒ Qualification documents, 
ǒ Or safety computations 

are generated. Thus a new operator specific AAS is created. This new AAS also needs to be                 
stored and listed in the registry of services, stating who was the issuer of the AAS. This is why in                    
addition to the data provided by the manufacturer, operators also want to associate             
information of their own with the asset. )©¨ mz¯ bYx ¨mf xf¯ !!L af Y¦¦zbnY¨fd ¯n¨m ¨mf Y¦¦f¨Ë                  
¯n¨mz©¨ Yddnxl Y ¦fbzxd z¢f¥Y¨z¥ ¦¢fbnknb ndfx¨nknf¥ ¨z ¨mf Y¦¦f¨É This question is solved by use                
case 2, which describes how an operator can attach an own AAS and correspond services under                
the operator’s control to an asset of which the manufacturer originally holds the identifier as               
well as the original AAS. By applying the concepts of use case 2, the operator can, in a way,                   
extend the information about the asset beyond the original AAS of the manufacturer. 
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